Arabian Journal for Science and Engineering (2018) 43:7747-7756
https://doi.org/10.1007/513369-018-3122-5

RESEARCH ARTICLE - COMPUTER ENGINEERING AND COMPUTER SCIENCE

@ CrossMark

Privacy-Preserving Secure Multiparty Computation on Electronic
Medical Records for Star Exchange Topology

Ahmed M. Tawfik' - Sahar F. Sabbeh?3 . Tarek EL-Shishtawy?

Received: 7 August 2017 / Accepted: 4 February 2018 / Published online: 12 March 2018
© King Fahd University of Petroleum & Minerals 2018

Abstract

Nowadays, a huge amount of data are available and shared in collaborative scenarios. These scenarios exist due to the need for
joint computations of cooperating data owners for the purpose of making analysis and knowledge extraction. This requirement
comes together with some privacy issues. One major issue is how to enable query execution, while no party is allowed to
see the entire dataset (computational privacy). Thus, secure multiparty computation protocols allow a group of distrustful
data owners to jointly cooperate in executing analytical queries against their data while revealing nothing about the entire
dataset. In this paper, we propose a technique that enables a privacy-preserving query processing on horizontally partitioned
electronic medical records among a set of hospitals, which have no desire to share their confidential data; however, they all
need to cooperate to answer global queries about patients’ medical history. The proposed technique depends on a bucketization
technique to reduce computational costs. It relies on a head party, which acts as a mediator between the authorized users and
the cooperating parties, which are arranged in a star exchange topology. It ensures that the head party learns nothing about
the sensitive data. Our experimental results prove that our technique provides a smaller computational cost and better privacy
without the need for a trusted third party.

Keywords Privacy preservation - Electronic medical records - Secure multiparty computation - Star exchange topology -
Bucketization technique - Trusted third party

1 Introduction

The revolution of web technologies, cloud computing, and
distributed data processing made hospitals and medical insti-
tutions more aware of the benefits of transitioning toward a
digital version of paper-based medical records (EMRs) [1]
for a higher quality of patient care.

EMRs contain both the medical and the treatment his-
tory of the patient to enable patients’ medical data sharing
whenever it is needed. They are used as tools for build-
ing new medical technologies (e.g., drug repositioning and
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genome-wide association study) and the patient recommen-
dation systems [2]. However, patients’ information at one
institution should not be revealed to the public or even to
the other participants (Privacy) [3]. Thus, privacy is a major
issue that should be considered in the shared environment
scenarios. As, in the last few decades, security and privacy
issues [4,5] are becoming a major concern in many trends
(i.e., data mining, confidential data analysis, cloud comput-
ing, and Internet of things (IoT)..., etc.).

For this purpose, secure multiparty computation (SMC) is
intended to allow a group of parties to evaluate a common
function in a secure manner, i.e., the input of each party
remains private and not disclosed by any of the other parties.
Research work focuses on the protocols, which support SMC
while preserving data privacy (privacy-preserving SMC pro-
tocols).

These protocols in this literature are classified into two
categories: (a) the real model, where parties cooperate with-
out the need for a trusted third party (TTP), and (b) the ideal
model, where parties rely on a centralized TTP for compu-
tations [6].
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The major contributions of this paper are: (a) to propose
the real model of privacy-preserving SMC on horizontally
partitioned EMRs, based on a bucketization technique and
(b) to adopt and extend the work of Maryam et al. [7] by
moving from the ring to star exchange topology to support
an end-to-end encryption and better computational results.

The proposed technique uses the commutative encryption
[8] to encrypt the patients’ searchable attributes and symmet-
ric encryption scheme to encrypt patients’ sensitive data.

The remainder of the paper is organized as follows: Sect. 2
introduces the related studies; Sect. 3 describes the proposed
system; experimental results are discussed in Sect. 4; and
finally, our paper is concluded and our future work is pre-
sented in Sect. 5.

2 Related Work

This section sheds some light on state-of-the-art and related
work of privacy-preserving SMC protocols.

Privacy-preserving SMC protocols enable a group of dis-
trustful parties to compute any function over distributed
inputs, revealing nothing about the entire dataset. The
research work related to privacy-preserving SMC can be
based on either garbled circuits [9—19], secret sharing [20—
26], oblivious polynomial evaluation [27-30], homomorphic
encryption [31-36], or commutative encryption [8,37-39].

Garbled circuit protocol [9—19] , which has been devel-
oped by Andrew Yao, is an encrypted version of the binary
circuit for preserving the privacy of function inputs. It relies
on symmetric cryptography and an oblivious transfer proto-
col. One party (the generator) generates the garbled circuit
by building the binary circuit, choosing a pair of encryption
keys for every wire of the circuit, and encrypting the output
wire keys using the keys of the input wires. The generator
then sends the garbled circuit and the input keys that corre-
spond to his inputs to the second party (the evaluator). The
evaluator obtains the keys corresponding to his inputs by
engaging in an oblivious transfer with the generator. Using
the obtained input keys, the evaluator can then decrypt the
garbled circuit to obtain the result while learning no inter-
mediary information. However, Yao’s protocol has a high
communication complexity and requires the function and
input sizes to be known in advance to allow pre-computation
[25], To be more specific, the oblivious transfer stage requires
one exponentiation (e.g., public key encryption) per bit of
input.

Secret-sharing protocol [20-26] allows the private data
to be split into a set of encrypted shares and divides them
between the participants. It requires some random encrypted
data in preprocessing phase to be combined with encrypted
shares during the computation. These shares are processed
in privacy manner and then accumulated to get the out-
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put result. Goldreich—-Micali-Wigderson (GMW) protocol
[20], which is similar to garbled circuit protocol, uses a
binary circuit representation of the function but performs
the security evaluation on shares rather than using encrypted
gates. The parties secretly share their inputs using an XOR
secret-sharing scheme. To evaluate an XOR gate, the par-
ties simply XOR the shares of the input wires. To evaluate
an AND gate, the parties perform an oblivious transfer:
One party pre-computes all possible outputs of the gate
and the other party obliviously obtains the output that cor-
responds to its input shares. To obtain the output of the
circuit, the parties exchange the shares of the output wires.
The GMW protocol allows the pre-computation of all sym-
metric cryptographic operations before the function, or the
inputs to the function are known. It requires less commu-
nication per AND gate than Yao’s garbled circuit protocol.
However, the GMW protocol requires a number of commu-
nication rounds that are linear in the depth of the circuit
[25].

An oblivious polynomial evaluation (OPE) protocol [27—
30] has been developed by Naor and Pinkas. The sender,
who has a polynomial function F, and the receiver, who
has an input x, want to jointly compute F(x) so that the
sender learns nothing about x, and the receiver learns noth-
ing except the output of F(x). To compare two items x and
y by using OPE protocol, the receiver and sender generate
random linear polynomial functions P and Q, respectively,
to compute the two values so the receiver computes R =
P(x) + Q(y), and the sender computes S = P(y) + Q(x).
If the two computed values of R and § are the same,
then x = y; otherwise, they are different with high prob-
ability. In case the receiver and the sender have a list of
z inputs, the protocol requires each party to perform z
oblivious evaluations of a polynomial of degree n with the
communication cost of O(n). This protocol is considered
too expensive to implement in the multiparty computation
[40].

Homomorphic encryption allows a set of computations
to be executed on a ciphertext, and then these compu-
tations will generate an encrypted result, which matches
the result of operations performed on the plaintext when
decrypted. It has been classified as a partial homomor-
phic encryption and fully homomorphic encryption. The
partial homomorphic encryption performs one type of oper-
ation (addition or multiplication), for computing specific-
purpose functions [32-36]. Fully homomorphic encryption
(FHE) was proposed by Rivest et al. [31] to perform
a set of homomorphic operations, such as addition and
multiplication. Homomorphic encryption requires compu-
tationally expensive public-key operations that scale very
inefficiently for larger security parameters [25]. As men-
tioned in [7], while this technique offers strong privacy
guarantee, it does not scale well for large-size data because
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of using heavy weight cryptographic operation among par-
ties.

Commutative encryption [8,37-39], which has been devel-
oped by Agrawal et al., enables a plaintext to be encrypted
more than once using different users’ public keys. The
resulted ciphertext can be decrypted without considering the
order of public keys used in the encryption/re-encryption pro-
cesses. In other words, the order of keys, used in encryption
and in decryption processes, does not affect the computa-
tional result. If there is a pair of encryption functions F and
G to encrypt a value v, the result of the encryption scheme
will be F(G(v)) = G(F(v)). Thus, by using the combina-
tion F(G(v)) or G(F(v)) to encrypt v, we can ensure that
one data owner cannot compute the encryption/decryption of
the value v without the help of the other data owner.

The proposed work aims to handle privacy-preserving
SMC for computing set-intersection queries. Early SMC pro-
tocols only supported an environment setting that includes
two parties only [9,20]. The relationship between SMC and
privacy-preserving SMC set-operations protocols came later,
as a development of the idea of using MPC for computing set
intersections in the privacy-preserving manner [7,8,37,41—
44]. The evaluation of set-intersection queries has been
addressed in many studies.

Freedman et al. [41] proposed a technique for set-
intersection queries, based on homomorphic encryption. In
their protocol, each party P; Vi € {1, ,m — 1} sends a poly-
nomial F; to P,. The F; polynomial has degree n and is
rooted in P; items. Then, P,, for each item x in his list,
sends n(m — 1) matrix that is built in the point x of polynomi-
als previously received from other parties. Receiving parties
decrypt and combine the evaluations to determine whether
their items belong to the intersection.

Kissner and Song [43] designed a technique for set-
intersection problem using OPE. Their protocol relies on
randomly selected polynomials zeroing at the data values.
Each data owner encrypts its polynomials and sends them
to other data owners. Then, all data owners jointly per-
form a decryption process to compute the operation result.
While Kissner—Song’s polynomial technique looks effective,
using it to support a privacy-preserving SMC for the set-
intersection query poses some hard scalability problems [7].

Sang et al. [42] adopted a distinct technique using OPE
protocol. It yet provides lower computation and communi-
cation costs with respect to Freedman et al. approach [45].

Vaidya and Clifton [37] proposed SMC technique for the
set-intersection queries based on commutative encryption as
an extension to Agrawal et al. protocol. This technique has
lower complexity than [41,42].

Sepehri et al. [45] proposed the time complexity compar-
ison of solutions [8,41-43] for set-intersection queries and
found that the Agrawal et al. protocol has provided lower
complexity than the others, as shown in Table 1.

Table 1 Time complexity comparison of solutions for set-operation
problem (n is the Paillier cryptosystem RSA modulus, c is a suitable
constant, and m is the number of participants)

Method Efficiency requirements

Computation cost Communication cost

Freedman et al. [41] O(s(s +m)lgN) 10s(m — 1)21gN

Kissner et al. [43] O(SZIgN)) 2m(5s + 2)IgN
Sang et al. [42] O(smlIgN) + ¢ 2m(4s + 5)IgN
Agrawal et al. [8] O(smlgN) ((m—=1)s+(m—2)s+

14 (m —1))IgN

Li et al. [44] proposed a protocol that involves a TTP to
compare the values held by two other parties. The protocol
is based on homomorphic encryption scheme. Although the
protocol is faster than OPE as mentioned in [45], it has two
main drawbacks: (1) The TTP should be trusted by all parties;
(2) When the number of parties increases, the solution does
not scale because of the communication and computation
bottleneck created at TTP.

Maryam et al. [7] proposed a privacy-preserving SMC
technique for set-intersection queries, which are executed on
horizontally partitioned data. These data are held by different
data owners, which are arranged in the ring exchange topol-
ogy. Data owners use the commutative encryption protocol to
compute user queries on entire relations without sharing their
private partitions. Although the work has succeeded to reduce
the cost of both communication and computation through the
usage of bucketization, it has two main drawbacks: (1) This
technique uses a TTP to begin the protocol execution and (2)
the system supposed a ring exchange topology in which all
parties communicate with each other in a closed loop. Each
party communicates only with two adjacent parties on either
side. In such environment, data travel in one direction.

The bulk of the aforementioned studies have been tailored
to the scenario of the multiparty setting where each one has
a different query type. These studies have involved a TTP to
prevent data leakage in query computation.

Table 2 is formed to differentiate the SMC techniques
for each paper mentioned in the related work section. In
more detail, in Table 2 could observe independently for
each related review that has been studied useful information
related to the authors, SMC technique, query type, exchange
topology, SMC paradigms, and adversary model for each
paper.

In the remainder of this paper, we will focus on a
privacy-preserving SMC technique where the data owners
are arranged in star exchange topology and hold some rows
from the horizontally partitioned EMRs. The proposed work
is based on the commutative encryption technique, which
provides a smaller computational cost and better privacy, to
handle SMC for computing set-intersection queries without
the need for a TTP.
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Table2 The research work related to privacy-preserving SMC

Authors SMC technique Query type Exchange topology SMC paradigm Adversary model

Freedman et al. [41] Homomorphic Set-intersection N/A Ideal model Semi-honest and
encryption malicious models

Kissner et al. [43] Oblivious poly- Union and set- N/A Ideal model Honest-but-
nomial evaluation intersection curious model

Sang et al. [42] Oblivious poly- Set intersection N/A N/A Semi-honest
nomial evaluation and set matching model

Vaidya and Clifton [37] Commutative Set intersection Tree Ideal model Semi-honest
encryption model

Liet al. [44] Homomorphic Equality test N/A Ideal model Semi-honest
encryption model

Maryam et al. [7] Commutative Selection and Ring Ideal model Semi-honest and
encryption equi-join malicious model

3 Proposed System

In this section, we propose the real model privacy-preserving
SMC technique. In this technique, the data owners are
arranged in a star exchange topology environment. The pro-
posed system is based on a bucketization technique and
targets set-intersection queries. We adopted the work of
Maryam et al. [7], where it has two main drawbacks that
we try to overcome:

1. First, the system supposed a ring exchange topology in
which all parties communicate with each other in a closed
loop. Each party communicates only with two adjacent
parties on either side. In such environment, data travel in
one direction. Such environment suffers from being slow,
where if the number of the parties increases, the execution
time of the system increases, due to the communication
cost between all parties. Moreover, one malfunctioning
party can affect all the other parties.

2. Second, the parties, in the beginning of the protocol exe-
cution, depend on a TTP, which may become a malicious
or even honest but curious (semi-honest) attacker. More-
over, the TTP builds an interchange matrix W of the data
owners’ permutations to apply a bucketization technique
and sends the row vectors of W to the data owners in order
to select the buckets which correspond to user value, but
this strategy is risky because disclosing the private input
of the data owners even to the TTP should be avoided.

In our proposed system, we try to overcome these draw-
backs by arranging the data owners in a star exchange
topology instead of the ring exchange topology. In the pro-
posed technique, there is a head party, which acts as a
mediator between all the participants. In the star exchange
topology, we do not need to build an interchange matrix of
participants’ permutations to apply the bucketization tech-
nique, but we could apply that through the head party, where
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each party directly communicates with it without revealing
its inputs. This topology can overcome the traditional short-
comings of the ring topology and provides more stability to
the multiparty environment.

Moreover, in the proposed system, the participants no
longer need to rely on the TTP, while the system provides a
head party, which acts as a mediator between the data owners
and the authorized users without revealing either the sensitive
data, or the buckets’ numbers of the data owners to provide
end-to-end encryption (i.e., each node communicates with
the head party in a secure manner).

Our proposed system involves a set of data owners (Hos-
pitals), as illustrated in Fig. 1, with a common database that
has been partitioned horizontally among them, and a set of
authorized users' who are able to query the database.

One of our major goals is to achieve both data and query
privacy, where the user knows only the query results while
data owners learn nothing about the query.

1" Authentication and access control are not the main focus in this paper,
and we assume that authorizations between data owners and users are
appropriately managed.
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3.1 Secure Multiparty Computation for
Set-Intersection Queries

In the proposed technique, the sensitive data of each data
owner include one searchable attribute 7; 4 that includes a
set of values V4 and one sensitive attribute 7; g that contains
a group of values Vp. Our protocol adopts a bucketization
technique on the searchable attribute to ensure scalability.

Buckets are defined by dividing the domain of each search-
able attribute A into S buckets of size L as defined by the
following Eq. (1):

I — Amax ; Amin (1)

Public bucketization (BU) = {B; : [Amin, L], ..., Bs :
(L(s—1)» Amaxl}. It is accessible to all data owners and
authorized users as well, where Apax and Ani, are the
maximum and minimum values in the domain of each search-
able attribute A, respectively. The buckets are assigned by
a unique identifier (ID) as defined in BU. The bucketization
improves the efficiency of our protocol by reducing the search
space, which only considers the records that are relative to
the user’s searching value.

3.2 The Protocol

Our proposed protocol has two phases:

Phase 1: Computation of permutation vectors

Set of data owners O, number of buckets S

Owner permutation vector W;, Head permutation
vector H

Each data owner O;, 1 <i < M, selects its private
permutation 1; = (7, ..., 7w;s) of bucket indexes
(1,2,...,8), where S is the number of buckets
and M is the number of data owners

Each data owner O; separately computes its private
permutations (By;,, ..., By,) for the searchable
attribute of the public bucketization scheme

The head party chooses its own permutation H to
send it to the data owners

Each data owner O; computes his vector W where
the vector elements are defined by the following
Eq. (2). In the following equation, we denote by
HY( J) the position in vector H —! that contains
value j

W(j) =ms Vjefl,2,, 5}

8 =H'()) ()

The head party sends its permutation H to the user

who is initiating the query

Input
Output

Step 1

Step 2

Step 3

Step 4

Step 5

Phase 2: Query protocol

Input User query value = Vg. Set of buckets S with values
(Va, Vp) for each data owner, where V4 is the
searchable attribute and Vjp is the extra attribute

Values of Vg for V4 N Vg

Both user and data owners O apply hash function h to
their values, V' = h(Vg) and
T'ia =h(V; a)Vi € {1, ..., M}, respectively, where
M is the number of data owners, V’ is the user hashed
value, and T'; 4 is the searchable attribute hashed
value for each data owner

User and data owners randomly choose commutative
encryption keys, k, and (k;, k';), respectively

User encrypts his hashed value and then sends his
encrypted hash value Yz = fi, (V') to the head party

Each one of the data owners O;, 1 <i < M, performs
the following:

1. Computes fi,(T'iA) =Y; =yi = fi,(x) | x € V'ia

2. Generates new symmetric keys, one for each value of
the sensitive attribute B, as
KE ={ki, = fo,(x) | x € V; '}

3. Encrypts each value x in 7; p with the corresponding
key k;, to obtain YiB = {Ek'; (u) |ueV;p}

4. Computes I; = { fi, (Y. R)}'for the purpose of
decrypting the values of the sensitive attribute B at the
user site

5. O; randomly reorders the tuples Y; and YiB

The user determines his By, from the public
bucketization and sends it to the head party to span it
to all data owners, where k is the index of a bucket
which contains the user’s query value

At this step, each data owner O; selects his bucket
which corresponds to By, of the head party

Each data owner sends (Y;, YL.B , I;) after randomly
reordering to the head party in the star exchange
topology environment

Head party receives all tuples and then initiates
Agrawal’s two-party set-intersections protocol
between the user and the head party

Head party passes Y through the star exchange
topology environment to encrypt it by all encryption
keys ki, ..., ky, for obtaining Y’ = fr, (fx, (V')),
and after that, the head party sends Y'g; together with
(Y;, Yl.B, I;) to the user who initiated the query, for
eachiwhere 1 <i <M

The user then decrypts Y’ g, using his commutative key
krtoget Y"p = fi,(V'i a)

For each i where 1 <i < M, the user performs the
following:

1. Finds all the tuples in ¥; which are equal to the value
of Y” R;

2. Determines the sensitive attributes which correspond
to those tuples

3. Decrypts I; with his own commutative key &, to
obtain fir, (V'; 4)

4. Uses fi,(V'; 4) to decrypt the sensitive attributes in
Yl.B that correspond to Y; in which their values are
equal to query value of the user

Output
Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11
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3.3 Example

We suppose that there are four data owners/hospitals,
arranged in a star exchange topology, where each data owner
has one searchable attribute (e.g., patient age) and one sen-
sitive attribute (e.g., patient disease). We assume that the
domain of the patients’ age includes a group of values in the
range [1, 100]. We consider the range of the values divided
into five buckets of the same size. Thus, the protocol cre-
ates five buckets as BU = {B; : [1,20], By : (20, 40],
B3 : (40, 60], B4 : (60, 80], Bs : (80, 100]}.

— BU is accessible to all data owners and authorized users
as well.

— We assume that each data owner privately chooses his
permutation, which is a random vector of BU’s positions,
as the following:

T =@3,2,1,4,5)
m=(5,21,3,4)
m=3,2,1,5,4)
= (1,4,3,5,2)

— For instance, 71 shows that data owner O; selects his
private permutation as By : (40,60], B> : (20, 40],
B3 : [1,20], By : (60, 80], and Bs : (80, 100] from
BU boundaries; moreover, > shows that the second
data owner O; selects his private permutation as Bj :
(80, 100], By : (20, 40], B3 : [1,20], B4 : (40, 60], and
Bs : (60, 80] and the other data owners do the same.

— The head party works as a mediator (not as a TTP)
between the data owners and the authorized users, so it
does not know the private permutations of the data own-
ers. We suppose that the head party randomly chooses its
permutation H as the following:

H=5,3142)

— Each data owner computes a permutation of vector W,
which works as a link between the head party permu-
tation H and the private permutation of the data owner,
by applying Eq. (2), which is defined in phase 1 of the
protocol.

— The rationale behind Eq. (2) is generating the elements of
the vector W by determining the corresponding element
of the private permutation vector . The vector W of
each data owner is obtained by looking for the position
of index j in the H permutation vector.

— For instance, to compute the first element of vector Wy,
the protocol follows this procedure: Wi(j = 1) =
ms, Yé8=H '(j=1) =3.

— Hence, Wi(j = 1) = 713 = 1, which refers to the 3rd
element in the vector 7r1. To make (2) more clear, the

@ Springer

second element of vector W is calculated by applying
this procedure:

Wi(j =2) =ms VY8=H'(j=2)=S5. Hence,
Wi(j = 2) = m1,5 = 5, which refers to the 5th element
in the vector 7.

— Each data owner computes his W permutation vector, and

then, the head party sends its permutation to the user.

Wi =(,5,2,4,3)
Wy =(1,4,2,3,5)
W3 =(1,4,2,5,3)
Wis=(3,2,4,51)
H=(5,31,42)—u

The user determines his bucket number from the BU and
sends it to the head party to span it to all data owners,
and then, the data owners get their bucket ID which cor-
responds to user value, as shown in Fig. 2.

Each data owner selects his bucket based on the user’s
searching value, as shown in Fig. 3.

The head party collects all encrypted tuples from data
owners, as shown in Fig. 4.

The head party passes Ygr through the star exchange
topology environment in order to have it encrypted with
all the keys of the data owners and then gets Y'g, as
shown in Fig. 5.

The user decrypts Y’ g with his commutative decryption
key, to get Y g, so he could get all the tuples in which their
values of the encrypted searchable attributes are equal to
Y”  as mentioned in these steps 10 and 11 of query pro-
tocol, as shown in Fig. 6.

a

Ya Ye Ya Ys

]

Fa®) | E(Cancen ﬂ%}r Fia(29) EFu)
Fia (39) EFu) 11 1T 3 [ Ren) E(Ebola)

Hospital 1 Hospital 2
5 w, -[Blz[] N S vlEEE
V=82 -

I = [slE0]4]

Ya Yo Id Ya Ye
Fia 20) E (Mataria) 2 Fu (82 E (Tumor)
Fis 01) Equmon | |[FE i 7| 1 | R0 [ E(Cancen

W, = n EEE Hospital 3 Hospital 4 W, - E nan

Fig.2 Data owners get their bucket IDs that correspond to user value

[W] v | va | (W] va [ v |
[s]

h
N
I
[}
]
[o]
=]
(=]

[ [ % | E}/ . U\: [9] va [ v |
| Feen [ Equmon | [2] r@ | Equmn |
= i

W; = n EEE Hospital 3 Hospital 4 W, = a nan

:

Fig.3 Each data owner selects his bucket that correspond to user value
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Ya Ys
Fia (81) E (Cancer)
Fis (91) E (Tumor)
Fra (82) E (Tumor)

Hospital 4

Fig.4 The head party collects the encrypted tuples that correspond to
user value

, oSHia
VA
Hospital 1
Y
Ya Yg
t Y, = Fy, (82) Fi (81) E (Cancer)
Ve Fia(91) E (Tumor)
Fia (82) E (Tumor)

Hospital 3
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Fig.5 The user value is encrypted by all the keys of the data owners

=8~ )=
Hospital 2
/ Id Ya Ys
5 Fia (81) E (Cancer)

Hospital 1

Hospital 3 Hospitalz

Fig.6 The user finds the diseases that correspond to user value

3.4 Correctness

We show that our protocol correctly computes the query
results by proving that each data owner chooses the correct
bucket that includes the query value all the time (Step 6 in
query protocol).

1. General scheme
Each data owner O privately computes his W vector
based on head party H permutation. The user searches
for a value, which falls in bucket ‘x’ of the public buck-
etization.
The head party sends H, to all the data owners. Then,
the data owners receive H, and compute b = W (H,)
to select bucket numbers. Finally, they select their tuples
Y (b) of the selected buckets.

2. Proof of correctness
Each data owner, who has the data Y, computes b =
W (H,) and selects his tuples Y (b).
Since, by definition b = W(H,) = ms, where § =

H~Y(H,). Hence, b = m,, which indicates that the cor-
rect bucket is chosen by the data owners.

3.5 Privacy Analysis

The algorithm shows that the data owners choose the bucket
ID that is relative to the user’s query value. We have:

1. Indistinguishability of data distribution
Data owners privately choose their buckets, which cor-
respond to the user’s query value. The distribution of
values that are hashed and also encrypted using commu-
tative encryption is indistinguishable than the uniform
distribution.

2. Elimination of bucket inference
Data owners privately compute their W permutation vec-
tors based on the head party H permutation vector, which
is known for both the users and the data owners. Each data
owner learns nothing about the permutation vectors of the
other data owners. Each data owner directly communi-
cates with the head party. The head party learns nothing
about the data owners’ buckets and the query value of the
user.

4 Experimental Cost Analysis

In this section, we compare the results of implementing
privacy-preserving SMC technique, which applies a buck-
etization technique for processing set-intersection queries,
for both the ring and star exchange topologies. The results
have been compared using the computational cost.

We developed our technique using the .Net framework
on a Windows 8 platform with core i3 processor and 4GB
RAM. We created five instances, in a star exchange topology
environment, including three instances for the three hospi-
tals, one instance for the head party, and another one for the
authorized user.

Data owners hold a table with one searchable attribute
and one sensitive attribute for set-intersection queries. We
implemented a hash function on the entire values of the data
owners and the authorized user and applied a commutative
encryption protocol based on exponentiation modulo p to
encrypt the hashed searchable attributes of the data owners,
and then applied symmetric encryption protocol (Advanced
Encryption Standard) to encrypt the sensitive attribute.

We tested a five different data with a number of records
of the common dataset as N; = 1000, N = 2000, N3 =
3000, N4 = 4000 and N5 = 5000. The experimental results,
which are shown in Table 3 and Fig. 7, illustrate the difference
in computational time for both the ring and star exchange
topologies.
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Table3 The computational time for the ring and star exchange topolo-
gies with M = 3 data owners and S = 5 buckets

Number of

Table 4 The impact of incrementing the number of buckets on com-
putational costs for the ring and star topologies (N = 5000 records,
M=31<S8<5)

records (N)

Computation time(s)-ring
exchange topology

Computation time(s)—star
exchange topology

Number of
buckets (S)

Computation time(s)-ring Computation time(s)—star
exchange topology

exchange topology

1000 0.9 0.8
2000 1.7 1.5
3000 2.6 2.1
4000 34 2.7
5000 43 33
S
45 4.3
4
g 35
L 3
w 3
=
-
g 25
= —— Ring Topolo,
E 2 g ' opology
-
2 15 —=— Star Topology
2
S 1
0.5
0
N1 N2 N3 N4 N5
Ring Topology 0.9 17 26 3.4 4.3
Star Topology 08 15 21 2.7 3.3

Fig. 7 The computational time of our protocol based on the ring and
star topologies (M =3, S =5)

We notice that the difference, in the computational cost
between the ring and star topology lines, is approximately
the same when the number of records is relatively small, but
it differs as the number of records increases as shown in the
graph in Fig. 7. The results confirm the fact that the star
exchange topology is effective in reducing the computation
time when the number of records increases rather than the
ring exchange topology.

Moreover, the star exchange topology provides better pri-
vacy since it does not need to rely on a TTP where each data
owner can separately compute its local permutations using
the BU of the head party without the need for building an
interchange matrix between them. Additionally, data do not
need to traverse through the ring due to star topology end-to-
end communication support.

Furthermore, we tested the impact of incrementing the
number of the buckets on the computational costs with the
number of rows N = 5000 and changed the number of
buckets from 1 to 5. We notice that when the number of
buckets changed in an increasing order, the computation time
changed in a decreasing order, as shown in Table 4 and Fig. 8.
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1 5.5 4.1
2 5.1 3.8
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Fig.8 The impact of incrementing the number of buckets on the com-
putational costs for the ring and star topologies (N = 5000 rows,
M=3,1<8<5)
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o
ﬁ
- s~ No Buckets
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0.8
0
N1 N2 N3 N4 N5
No Buckets 18 25 3.6 45 S:7
Buckets# 3 13 2 31 41 51
Buckets# 5 0.8 17 26 3.4 43

Fig. 9 The impact of incrementing the buckets number on computa-
tional costs for set-intersection queries (M =3, S = {1,3 & 5})

We also tested the impact of incrementing the number
of buckets on the computational costs for set-intersection
queries, with a number of records N = {1000, 2000, 3000,
4000 and 5000 records and a number of buckets § =
{1, 3 and 5 buckets}, for the star exchange topology as shown
in Table 5 and Fig. 9.
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Table 5 The impact of incrementing the number of buckets for the star
exchange topology (M = 3 data owners and S = {1, 3 & 5})

Number of
records (N)

Computation time (s)

Buckets =5 Buckets = 3 No buckets
1000 0.8 1.3 1.8
2000 1.7 2 2.5
3000 2.6 3.1 3.6
4000 34 4.1 4.5
5000 4.3 5.1 5.7

5 Conclusion

In this paper, we presented the real model of privacy-
preserving SMC technique in a star exchange topology envi-
ronment. The proposed technique targets the set-intersection
queries and is based on a bucketization technique to provide
scalability without the help of a TTP. It uses a commuta-
tive encryption scheme to encrypt the patients’ searchable
attributes and symmetric encryption scheme to encrypt
patients’ sensitive data to provide end-to-end encryption. It
achieves both the data privacy and query privacy, where the
user knows only the query results while data owners do not
learn the query. The experimental results confirm the fact
that the star exchange topology is effective in reducing the
computational time when the number of records increases
rather than the ring exchange topology. Moreover, the star
exchange topology provides better privacy since it does not
need to rely on a TTP. The bucketization technique improves
the efficiency of the protocol by considering only the records,
which are relative to the buckets containing the user query
value. As a future work, we plan to adopt our system to sup-
port range and inner-join queries.
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